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ABSTRACT

Information and Information processing systems must maintain a certain level of security during the total life cycle of
Information. To maintain a certain level of security, security management processes are applied to software, automobile
development, and the U.S. federal government information system over a life cycle, but theme of no similar security
management process in Korea. This paper proposes a Korean-style security risk management framework to maintain a certain
level of security in the total life cycle of information and information processing system in the defense sector. By applied to
the defense field, we intend to present the direction of defense security work in the future and induce an shift in security
paradigm.

Keywords: RMF(Risk Management Framework), SDLC(System Development Life Cycle), Risk Assesment, K-RMF
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/ Changes in Risk Management Costs

Threat Control Cost :
Predictable

Physical Area
Security

Threat : Limited

Cyber Space Threat : 60 Threat Control Cost :
Security : [o%e)

Fig. 1. Cost Increase Due to Expansion of
Security Area
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Fig. 3. DevSecOps Process Flow
2.2 KSR Y Z2NAQ HOHET

AEA AL 2 Bk Bus g AEA Aol
Rt TFA ISO/SAE 21434 ]

Cybersecurity and Vehicle Lifecycle
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Fig. 4. Connected Vehicle Cybersecurity Volvo
Group Trucks Technology
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RISK MANAGEMENT FRAMEWORK(RMF)
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INFORMATION SECURITY
SYSTEM CONTROLS
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SECURITY SECURITY  J INFORMATION
CONTROLS CONTROLS SYSTEM

MONITOR
SECURITY
CONTROLS

FEED BACK

Fig. 5. For more information on each RMF
Step, including Resources for Implementers and
Supporting NIST Publications, select the Step
below
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I K-RMF Risk assessment process(6Phases)

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

= E\F=
Categonz>> Select Impleme>Assess >Authonze Monitor

Research and
Development(R&D)

Requirement |

| Prior Development / Production /
Proposal || e

Operation Test Disposal

L Defense Acq jon Procedure Total Life Cycle _

Fig. 6. K-RMF 6 steps process flow
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Phase 1 : System category

@ Identify information types, stored and processed by the system, based on Mission area and function
@ Determine impact level of security objective for the system based on information type

~

Military
S(rategy Commander’s

Guidance Confidentiality : M

>4¢-;7xc>5!zc> © o

New Sys. Military Command & Situational Awareness / ]
Operation Control Information Sharing
M . o*m, Integrity : M
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Military L]

Exercise Decision

Support
Availability : H

Fig. 7. K-RMF Categorize Step
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Phase 2 : Select security controls

@ Select security controls according security requirements allocated to the system

@ e.g, Select security controls assigned to security objective ; C : Moderate, | : Moderate, A : Low
Security objective /
impact level

Ex) Security Controls required for New Sys.

@ Access Control : 50 @ Awareness Training : 10

@)

Confidentiality : M Searity | Confidentiality | Integrity Availabiity [
Contols | | [m|H|L[m|u|[L|[m]|H
= - ac1 ofo ° ° o
1 acz [oflofo|o|o]o °

AT-1 ofo olo|lo|o|o o
@ AT-2 o o oo X

= 400 out of 761 Security Controls need to be implemented

Fig. 8. K-RMF Select Step
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Phase 3 : Implement security controls

@ Implement the selected security controls on the system elements
@ eg. Implement 400 security controls for a new System in System Development and Operation Phase

@ Access Control : 50

Implement during [ll Implement during
Development : 40 [ll Operation : 10

Ex) Security Controls required for New Sys.

(@) Access comerot: 50

S o T o Selection (VR Awareness Training : 10
ac oo ° -
acz |o|o|o] & °
g i implement during
) oo ° Oee=
) ° x

= 400 Security Controls selected

= 400 Security Controls selected

Fig. 9. K-RMF Implement Step
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Phase 4 : Assessment security controls

@ Assess, modify and of i security on of

@ Risk assessment based on the likelihood of occurrence and impact of Non compliance security controls

Change the System Non compliance
(Modity/Supplement)

Controls
Remediation Action

during Development JZaal\
i 3
- Likelihood
) o 0
Implemented U Impact Initial
s\ e
caring Operasion JRiske
Controls ,
Develop reat

POABM Analysis
Results
* POA&M : Plan of Action and Milestones

Fig. 10. K-RMF Assess Step
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Phase 5 : Authorize system

@ lssuance of operational authorization based on mission priority, reputation and risk assessment results

Mission Priority

i

+ |

Authorization to use

Provisional authorization

4
@ = Authorization Denial of authorization
5 to Operate
) Risk (aTO)
Reputation Assessment
Results

Fig. 11. K-RMF Authorize Step
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Phase 6 : Monitor security controls

@ Maintain and Improve security posture through risk management by monitoring security controls

@ Reassess tisk when system operation environment shifts or ATO is expired

Change in operation

s environment
- — ‘ '
) RISK

Expiration Of ATO

il

Maint?in Risk Reﬂulhonzahon

Security Assessment during

posture Operation Phase System Disposal
1 | (Sanitization)

Fig. 12. K-RMF Monitor Step
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